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In Cloud
   we trust?
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Should we put our trust in cloud 
computing “by default”?

Public cloud computing is driving the digital 

transformation. With an adoption rate of just 40% 

in Europe, the market potential for providers and 

productivity gains for end clients are colossal. 

However, the choice cannot simply come down to 

functional and financial criteria since this choice 

constitutes a long-term commitment. To simplify, 

public cloud computing means that organisations 

are using someone’s “computer” trusting them not 

only with a part of their data assets but also their 

most strategic business processes. Therefore, 

cybersecurity and trust—or lack thereof—are 

essential. While cybersecurity can be assessed, 

measured, and compared, trust relies on a much more 

subjective appreciation that can rarely be covered by 

a contract. 

As a result, we are usually forced to trust “by 

default”. These two aspects entail multiple risks. 

Although the resource pooling that cloud computing 

allows is an advantage in terms of cybersecurity, the 

concentration of data also constitutes a weakness 

in terms of resilience: for example, an attack on a 

hypervisor can create a systemic risk. On a strategic 

level, the dependency, or even “lock-in” that some 

contracts create can also weaken organisations and 

ultimately disrupt traditional value chains. Finally, trust 

is being strained by the increasing number of laws 

with extraterritorial reach, especially given the tense 

geopolitical environment. With 70% of Europe’s data 

being stored and processed outside the continent, 

mainly by American hyperscalers, the threat of it 

being held hostage by international tensions is a 

possibility  that seems increasingly realistic. To cope 

with these threats and reap the benefits of the cloud 

computing revolution, Europe can no longer put up 

with this situation of extreme dependency. Especially 

since the continent has a great number of strengths, 

such as successful, innovative market players, 

powerful traditional industries, and significant 

market potential. What strategies and policies would 

help Europe to accelerate the growth of its own cloud 

computing industry? What sectors and technologies 

are a priority? How can Europe reconcile the demands 

of a rapid digital transformation with its desire to 

shore up its digital sovereignty? What priorities will 

guarantee the cybersecurity and resilience of its 

cloud computing infrastructures, which are exposed 

in an exponentially increasing number of ways?

In Cloud we trust?
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Cloud security: pie in the sky?
Are major cloud computing players really shielded from attacks? More generally, is the cloud really secure? The 
many recent leaks and attacks are raising questions. 80% of organisations are said to have suffered at least one 
serious cloud security incident in 2022 (source: Snyk). Is this just a statistical effect of the move to cloud computing, 
or is it a real challenge? While pooling resources and expertise in specialised operators has undeniable benefits, 
the concentration of data and the complexity of hyb rid and multi-cloud architectures are real handicaps. 95% of 
incidents are the result of configuration errors. Hyperscalers are aware of this and are snapping up cybersecurity 
specialists at a phenomenal rate, as evidenced by Google’s recent acquisition of Mendiant. What about the other 
players? While multi-cloud architectures are becoming the norm and the rise of «omni-cloud», what perspectives 
are there for security in cloud computing? Can the complexity of the cloud really be mastered? Will adding new 
abstraction layers such as CaaS and FaaS simplify things?

D2 
Thursday  

April 6

9:00-10:30 am



6

Can trust exist in a digital world?
Trust: reliance on and confidence in the truth, work, reliability, etc, of a person or thing; faith. People need trust to 
live full lives and build relationships with others. The same is true of organisations. In the physical world, trust is built 
by closeness, experience, belonging, friendship, reputation, recommendations or the intervention of a «trusted» 
third party. Is this the case in an increasingly virtual, digitalised world where the physical disconnect alters our 
senses, where instantaneity hinders experience and where anonymity and pseudonymity dominate? In a health 
environment that fosters mistrust and withdrawal, people have paradoxically stepped into an open, limitless virtual 
world. This crisis has disrupted the world, our social relationships, and how we work, discuss and learn. What will it 
be like tomorrow when the world will be even more virtual and decentralised with the Metaverse? While blockchain 
technologies and Web3 protocols promise to recreate trust without a middleman, can «contactless humans» learn 
to trust in a world that has become so distant and complex that they understand it less and less? How can people 
be allowed to tame these new virtual worlds without going out of their depth? The best technical guarantees of 
security, integrity, confidentiality, traceability and availability will not replace the feeling of trust.  

D2 
Thursday  

April 6

5:00-7:00 pm
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Cloud: should Europe start a 
revolution?  
With multi-cloud technology, edge computing, serverless, distributed, and automated clouds, the next 10 years 
will see a boom in increasingly complex and sophisticated cloud computing technologies and the associated rise 
of an industrial ecosystem that will continue to grow and gain structure. Europe is however significantly behind 
in cloud computing technologies, with a vast majority of cloud computing players non-European. This imbalance 
makes Europe industrially and economically dependent, and is exacerbated by the risk of «vendor lock-in» related 
to the dominance of a few American providers. Above all, given the lack of an acceptable legal framework for the 
transatlantic exchange of data, some citizen and business assets , including sensitive data, is subject to a series 
of extra-territorial laws such as the Cloud Act. If Europe does not take action, the very idea of trust in the cloud 
will remain an illusion. If Europe does not take action, the Cloud Revolution will take place without it. If it wants to 
stay in the race, Europe needs to focus on the right issues: industrial policy, funding for research, and support for 
innovation. The Digital Market Act has opened the way; what should the next steps be? Can Europe find its place in 
the Cloud Revolution? What assets can it leverage? What obstacles must it overcome? Can it hope to position itself 
as a key player in the cloud computing industry?

D3 
Friday  
April 7

9:00-11:00 am
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Stronger together: citizens  
and cybersecurity
The increase in cyberattacks seems never-ending, surfing on the ever-greater digitalisation of our societies. This 
phenomenon was accelerated by the spread of remote work during the Covid-19 pandemic. While government 
strategies and action plans around the world focused on bolstering online security, the place of the citizen was often 
neglected. Citizens are still the weak link in cybersecurity, and it is essential to put them at the heart of cybersecurity 
efforts. How can citizens be better protected in a constantly changing digital space? How do they perceive the 
dangers to which they are exposed, and who is responsible for their cybersecurity? How can they be turned into the 
strong links in cybersecurity? 

les rencontres

D2 
Thursday  

April 6
12:00  

1:30 pm
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Round Tables
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List of
thematic tracks

# Operational Security

# Security and stability of cyberspace 

# Cyber risk management  

# Data security and digital transformation

# Fight against cybercrime 

# Digital Sovereignty 
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Machine identities, the Achilles heel of 
IAM

The rise of cloud computing and OT technologies has led to an upsurge in the number of certificates on which machine 
identities are based. The number of machine identities is even thought to be increasing twice as fast as the number of 
human identities (source: Forrester Research). However, the management of these identities is often neglected, resulting 
in a variety of vulnerabilities and risks. With cloud environments constantly evolving, how should ever-shortening life 
cycles be managed? What are the solutions to automate the management of these identities? How to manage privileged 
machine identities? How to master the complexity related to the many abstraction layers, such as microservices, 
containers, clusters and platforms?
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How can Cloud security features be 
better exploited?

According to Gartner, 99% of failures in cloud computing will be due to human error until 2025. The causes are a lack 
of skills and the complexity of cloud environments. Users currently make use of less than half of the security features 
of cloud computing.  The risk of incidents is therefore very high and the rise of multi-cloud computing, which 80% of 
companies with more than 5,000 employees will have adopted by 2025 (source: Nutanix), could exacerbate this trend. 
How can companies’ awareness of the best practices in cloud computing security be raised? How can it be ensured that 
they are applied and that security settings are correctly configured?
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SecDevOps vs. native cloud

Containers, micro-services, APIs: «cloud-native» technologies are now standards for application development. SecDevOps 
processes must be reinvented to reconcile agility, innovation and security. There are many challenges, including in 
terms of HR, organisational, technical and legal aspects. How can collaboration between the various in-house teams be 
organised? What are the new working methods? What are best practices-isolation of critical components, integration 
of third-party tools, data encryption? What are technical solutions to improve the security, integrity and reliability of 
applications and systems? What can be used as a model of shared responsibility with cloud providers? How to secure 
the intervention of multiple stakeholders from both inside and outside ?



14

O
p

e
ra

ti
o

na
l 

S
e

c
ur

it
y

#
Multi-cloud, or the art of managing 
complexity  

Although 40% of CIOs claim to be opposed to multi-cloud strategies, the practice is spreading: 32% of companies 
have already implemented one (source: 2022 Observatoire du Cloud, New Relic and IDC). There are many advantages 
to multi-cloud strategies, such as resilience to outages, the ability to choose the best solutions for business units and 
protecting the company’s control over its data and processes. The disadvantage is having to handle the complexity of 
multiple, rarely interoperable architectures. What governance should be set up to stay in control of everything? What 
tools exist to manage and secure disparate data? What do multi-cloud services bring to the table, since they favour a 
horizontal approach that standardises one or more functional domains throughout all cloud computing technologies in 
terms of security?
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Should the Cloud force a rethink of 
incident response? 

The move to cloud computing has had a significant impact on incident response over the past decade, as these 
response practices have adapted to rapidly changing and increasingly complex environment. While traditional incident 
response protocols and guidelines, such as those from NIST, can be partially applied to cloud computing, they must also 
take into account the specifics of these environments. For example, are the objectives the same as for on-premises 
environments, i.e., mitigating the effects of incidents, recovering allocated resources, protecting evidence and providing 
attribution? And what about the resources to achieve these goals? How to respond in the cloud when an incident has 
occurred there? Incident response teams need a deeper understanding of cloud computing environments, dedicated 
tools and specific processes, including those for cooperate with the various internal and external stakeholders. What 
should they be, and what are the best practices in the matter?
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What role should Europe play in 
Ukraine’s reconstruction?  

The West has massively supported Ukraine since the start of the conflict by transferring IT skills as well as IT equipment 
and software. The three major American hyperscalers have helped Ukraine to transfer data to their cloud computing 
systems and to access some of their top-end cyber-protection software. With Microsoft’s technology assistance provided 
to Ukraine expected to reach $400 million for 2022 and 2023, American companies will be in pole position for the 
rebuild of the country. Will French and European players also be able to contribute? How can Europeans better use their 
expertise and technologies in conflicts?
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Controlling cyber escalation: how 
should international discussions be 
revived?    

Current geopolitical tensions have reminded us that cyberspace is now a fully-fledged theatre of operation and that 
cyber-operations are an integral part of armed or political conflict. They have also reminded us that, despite international 
efforts, there are still no safeguards or regulatory frameworks for campaigns in cyberspace. They have also fuelled fears 
of an escalation in cyberspace, with potentially systemic consequences. As the UN’s proposed framework is struggling 
to gain legitimacy, how and in what forum can discussions on security and stability in cyberspace be launched? Could 
the Paris Call for Trust and Security in Cyberspace emerge as a process recognised by all players-state, private and civil 
society-to pursue and advance discussions on the development of international processes and norms in cyberspace?
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Will the war in Ukraine be a wake-up 
call for European cyberdefence?   

For Thierry Breton, the conflict in Ukraine was a wake-up call for European cyberdefence, which was insufficiently 
prepared for a crisis of this magnitude. In addition to the PESCO «Cyber Rapid Response Team» project, the European 
Commission proposed a plan to bolster Europe’s cyberdefence in November 2022. This not only foresees the strengthening 
of coordination mechanisms between European and national players in cyberdefence, both civilian and military, but also 
the creation of a European deterrent force in cyberspace based on an early warning system as well as an emergency 
fund and a pool of cyber resources to help mobilise certified service providers. At the same time, the European Defence 
Agency (EDA) has launched the MICNET programme to deepen cooperation between national CERTs. What can be 
expected from these various proposals and initiatives on an operational level? Will they be sufficient to give the EU the 
means to fulfil its ambitions in cyberspace? Will they finally allow Europe to speak (and decide) with one voice and take 
action in cyberspace? 
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What impact will the economic crisis 
have on cybersecurity budgets?   

Cybersecurity budgets will continue to rise, according to Gartner. Spending on cybersecurity is expected to grow by 
11.3% in 2023 (following an increase of 7.2% in 2022), representing an annual global market of $188.3 billion. This is 
to be expected, as threats and our exposure increase. However, many professionals are worried about the long-term 
consequences of inflation, market volatility and the economic recession that is looming in some countries on the evolution 
of these budgets. In its 2022 annual report, ENISA notes that essential service operators and digital service providers 
spent an average of 6.7% of their IT budgets on cybersecurity, one point less than the previous year. This trend runs 
counter to the NIS 2 Directive and other legislation that requires organisations to strenghten their security, such as the 
Biden Order of May 2021. Against this backdrop, will cybersecurity managers be able to maintain their budgets? What 
spending could be impacted? What will be the consequences for the most vulnerable organisations?   
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Cloud computing: how to support 
upskilling?     

The massive adoption of cloud computing has inevitably resulted in new requirements for qualified staff. Whether 
developers, administrators, or support staff, all IT staff should acquire and maintain specific skills in a technological 
environment that is changing quickly and differs from one provider to another. What are the essential skills to stay in 
control over cloud environments? How can teams be supported in gaining new skills? And how can it be ensured that 
they take part in suitable and regular training programmes to keep up with the fast pace of technological change?
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What balance for the cyber insurance 
market?     

In 2021, the tightening of subscription conditions for cyber insurance, combined with a significant increase in rates, 
led the loss ratio of 88%. Insurers made a profit in cyber insurance after several years of losses. But 11 of the 251 
large companies which had purchased cyber insurance in 2020 changed their minds in 2021. What solutions would 
help to overcome this distrust of the cyber insurance segment? How will medium-sized businesses react to stricter 
insurance conditions? Will the proposed drop in coverage lead to significant development in subsidiary solutions for 
large companies, such as captive reinsurance, cyber mutuals and cyber disaster regimes?
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Are ransomware groups too greedy  
to last?     

Ransomware groups are similar to criminal gangs: they get rich quick, live fast and eventually self-destruct. Lockbit’s 
builder was leaked in September after the leader of the collective refused to pay a developer their salary. Babuk’s builder 
was suddenly found online after one last job against the Washington police. Revil’s activity dropped dramatically after 
the attack on the Colonial Pipeline. Not to mention Conti, which self-sabotaged by siding with Russia in the Ukraine 
invasion. These rises and falls raise questions about ransomware groups’ lifespans. Can these gangs last?
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SOCs and the cloud revolution    

The migration of applications, data and business processes to the cloud is forcing organisations to rethink how they 
ensure their cybersecurity. «Rethink» because you cannot simply transpose existing systems and practices to cloud 
computing. For example, cloud computing has shaken up how SOCs function. At a time where everything is software 
and virtual machines, an organisation’s resources can be hosted on multiple environments. SOC teams lack visibility 
over the scope they need to protect, skills and understanding of cloud computing environments, as well as the tools and 
technologies needed to ensure the organisation’s cybersecurity. How can this new situation be taken into account and 
the functioning and governance of SOCs be adapted? For example, how can discussions and information sharing with 
DevOps, risk management and purchasing teams be encouraged? What solutions and technologies are there to adapt 
SOC tools and methods to tackle cloud computing challenges?
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Is Europe ready for NIS2?     

Adopted in November 2022, the second the NIS Directive (NIS2) extends the scope of its predecessor to nearly 10 times 
as many organisations, including essential service operators and digital service suppliers. NIS2 tightens the cybersecurity 
requirements laid out by NIS1 and expands powers of control and sanction. In doing so, it places new obligations on the 
companies concerned, who must bear the costs of compliance, mobilise the necessary financial, human and material 
resources, and implement the required organisational and technical measures. NIS2 also represents an additional cost 
for the organisations and public authorities in charge of monitoring and enforcing it. Are Member States and the 
companies concerned capable of taking on new constraints? How can they be supported? How can a homogeneous 
adaptation throughout the EU be ensured? What can governments do to ensure that the cost of compliance is not a 
deterrent for some businesses?
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Trouble brewing: the European 
Cybersecurity Certification Scheme for 
Cloud Services (EUCS)     

ENISA is currently working on the European Cybersecurity Certification scheme for Cloud Services (EUCS), which 
should harmonise the assessment methods and criteria as well as the various levels of assurance the certification 
provides across Europe. As requested by the Commission, ENISA has added sovereignty requirements to these criteria, 
regarding both the location of data and immunity from foreign legislation. However, support for this approach is far 
from unanimous-some Member States are afraid that it will exclude a large number of companies from the scheme, and 
certain parts of the industry complain that it is only politically motivated. Are these requirements necessary to boost 
the cybersecurity of Europe’s cloud computing services? Are they enough to build up European users’ trust in cloud 
computing services? Can retaliation from the United States be expected? 
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What trade-offs in hospital security?      

French healthcare establishments reported nearly 750 cybersecurity incidents in 2021. In the face of these emergencies, 
€350 million were allocated in France for digital technology and cybersecurity at the national summit for healthcare. The 
amount was significant, but unfortunately it was not enough for hospitals, whose medical equipment is often outdated 
from an IT perspective. This forced IT teams to lock down the networks as much as possible and to opt for detection 
tools. What are the priorities to make sure that this aid is not just a band-aid? While many systems have been opened 
to other hospitals, general practitioners and radiology clinics, should certain gateways be closed to limit the surface of 
exposure? While 150 local hospital groups have been created, how can competent resources be pooled when they are 
already unable to cope? In these conditions, how to prepare to implement the new constraints of the NIS 2 Directive?
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Swamped CISOs: at risk of drowning?      

CISO positions have long been highly technical roles reserved for specialists, neither highly valued nor well known, but 
have progressively evolved as cybersecurity has rapidly gained in importance as a strategic priority for organisations. 
A new generation of CISOs is emerging. They are beginning to appear on boards of directors, supporting companies’ 
business strategy, incorporating and managing security at all levels and stages of IT and product life cycles, ensuring 
compliance with standards and regulations, managing HR budgets and policies in a market where there is a severe lack 
of skills. At the same time, they are on the front lines in case of a major attack, guiding technical teams in their incident 
responses and corrections while offering information to top management so they can make the right decisions. They 
are also often the first person in the company to shoulder the blame, are subject to operational stress and pressure 
from management, and supervise employees and technological developments. Are CISO’s underwater, and do they risk 
drowning? What profiles will be seen in the future? 
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Data leaks: speed is of the essence        

5,250 data leaks occurred in 2021 in France (source: Varonis). It is a staggering figure considering the devastating legal, 
financial, operational, and brand image effects leaks can have on organisations. Whether malicious or accidental, a data 
leak has a profound effect on teams. How should you lead? What are the first decisions to take? What balance between 
speed and security? What are the legal obligations? How can you get around the unavailability of traditional tools to 
maintain a minimum level of operation? How can you be prepared? Like General Eisenhower said, «plans are useless, 
but planning is essential.»  
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Is a UN convention against cybercrime 
really a good idea?      

Since February 2022, governments have committed to UN-led negotiations on a cybercrime convention. This project, 
initiated by Russia and supported by China, raised a number of reservations from European countries and the United 
States, who feared that it could be used to undermine the Budapest Convention and infringe upon civil rights, including 
freedom of expression and personal data protection. There are many areas of disagreement, including identifying 
cybercrimes, mechanisms for cooperation and data access, and the respective role of public and private organisations. 
The adoption of such a convention would raise a number of legal, technical and geopolitical questions. How to reconcile 
the need for governments to cooperate effectively in the fight against cybercrime with the need to protect human 
rights? How can a universal instrument be adopted without undermining the Council of Europe’s Budapest Convention, 
the main international legal instrument for cooperation in the fight against cybercrime?
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Defining features of investigations in 
the cloud     

The increase in cloud computing attacks and incidents is proving a real challenge for investigators. While many of the 
tools and techniques of digital investigation can be used in cloud computing environments and investigators work on 
the same equipment (servers, networks, applications, databases, storage spaces, etc.), cloud computing environments 
nevertheless have specific characteristics that change how investigations are done and raise practical, technical and 
legal questions. How to conduct investigations in systems and environments that may be impossible to access physically, 
and which may be hosted in a variety of countries with different jurisdictions? How to collect evidence in an environment 
that may be difficult or impossible to «freeze» and where the owner may not have full rights to the data? How to preserve 
evidence that might be hosted by third parties? What role do and should private organisations play?
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Domain names: into the wild      

More than one thousand top-level domains (nTLDs) have been created in recent years. It has been a boon for cyber-
squatters and attackers who use bogus domains to divert web traffic from legitimate sites and launch all sorts of 
attacks, including phishing and spoofing. The situation has reached a point where 75% of internet domains similar to 
those of large organisations are thought to be held by third parties (source: CSC). In July 2022, an unknown person 
used a German registrar to register 967 domain names ending in .fr that imitated well-known brands and organisations. 
Despite the threat, most organisations have not yet implemented current security measures. How should you choose 
your internet registrar? What defensive or proactive measures are there? How can you monitor your brands and web 
domains? What procedures are there to withdraw fraudulent domains? What can ICANN’s Trademark Clearinghouse 
(TMCH) and the TREx and DPML programmes do?
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Web3: the new frontier      

November 2022: FTX, the second largest cryptocurrency platform in the world, collapsed within a matter of hours. On 
top of the fraud and bankruptcy, $400 million is said to have been stolen. Unfortunately, this scandal is not the first, 
nor will it be the last. While the promises of Web3 and its underlying protocols and technologies such as blockchain and 
smart contracts are appealing, there is still much room for improvement in cybersecurity. How can the security of these 
technologies be improved? What are the best practices for developing smart contracts? How to investigate and protect 
victims in case of fraud and theft? How to track and capture crypto-assets? An inventory of Web3’s security is meant 
to provide future confidence and security in a decentralised and «tokenised» economy.
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Towards a European counter-model to 
U.S. cloud standards?        

US players dominate the cloud computing market with 85% of market share in Europe, allowing them to impose their 
norms and standards, especially in terms of portability and interoperability. For the US, this is a formidable tool for sales, 
industry, and politics, not to mention influence. However, most do not share the principles and values these standards 
convey. Europeans are very attached to privacy and consumer rights-can they resist this influence? Even better, can 
the EU offer a counter-model and promote its own standards? 
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Transatlantic data exchange 
agreement: towards Schrems III?           

By calling into question the legal framework for the transfer of personal data across the Atlantic, the invalidation of the 
Privacy Shield in July 2020 has opened a long period of legal uncertainty for all companies concerned. It has also made 
it more difficult to enforce sanctions against organisations that do not comply with European standards in this area. 
To remedy this, the new agreement announced by the President of the European Commission Ursula Von Der Leyen 
and US President Joe Biden in March promised «predictable and trusted data transfers between the EU and the US». 
However, the US executive order of October 2022 detailing the US government’s commitments and modifying certain 
provisions of US law leaves some sceptical, including Max Schrems and his None of Your Business (nyob) association, 
which has already led the protest against the two previous agreements and led to their being struck down. 
What can be expected from this agreement? Under what conditions could it be deemed to be in line with European 
standards on personal data protection? Can an equivalence decision from the European Commission be reasonably 
expected? And if so, can a new invalidation procedure and a third Schrems decision be expected?
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Is Europe’s cyber heart in the East?         

Looking at the Global Cybersecurity Index (GCI), which is based on a number of factors such as the legislative framework, 
infrastructure and development in the field, «small countries» make up the top 10, such as Estonia (3rd) and Lithuania 
(6th). France takes an honourable 9th place. At a time when cybersecurity personnel are sorely lacking and cyberattacks 
on public administrations make the headlines every week, perhaps we should look to the Baltic countries and Central 
Europe-Romania and Slovakia each have their own cyberchampions-to fill a gap, or simply to get advice? What could 
these countries, with their own history and expertise, offer us?
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PhilosoFIC

Educate yourself to better 
arm yourself in the face of 
misinformation?       

The action of whistleblowers, such as Edward Snowden and Frances Haugen, has generated important 
reflections on the use of technologies for surveillance and population control purposes. The unbridled use 
of algorithms has led to the emergence of paradigms that contradict the ideal of freedom of the founders 
of the Internet. The analysis of our online activities allows targeting of content that can shape behaviors, 
attitudes and beliefs. This phenomenon traps us in filter bubbles, the contents of which are determined 
according to our interests. Both spectator and actor of this informational theater, how can the individual 
take a step back? Rather than seeking to regulate the issuers of these strategic operations, should we not 
reinforce the teaching of critical thinking?
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Wednesday, April 5

RT 1  

Cybersecurity: friend or foe of 
industrial performance in the 
extended factory?

In businesses, information technologies 
have integrated production chains to 
provide more flexibility, visibility and 
performance. Factories are no longer 
isolated, but communicate with the 
entire value chain. The Industrial Internet 
of Things (IIoT), artificial intelligence, 
machine learning, big data, the industrial 
cloud and hyperconnectivity via extended 
networks are an integral part of the 
extended factory. The resulting increase 
in the surface of exposure entails new 
forms of threats. How can decision-
makers reconcile industrial performance 
and cybersecurity?

RT 2 

Cloud and Industry 4.0: tools and 
methods for a successful and 
secure migration

Cloud computing solutions act as a  
catalyst for the new industrial revolution  
via complete environments from publi-
shers which offer flexibility, modularity 
and a rapid integration of innovation. Fee-
dback about best practices for a success-
ful migration which provides increased 
resilience to IT attacks. 

RT 3

Embedded systems: what place for 
cybersecurity?

Embedded systems are subject to heavy 
constraints in terms of integration, 
real-time calculations, compactness, 
robustness, operational security and energy 
savings. They can be found in all sectors 
which require mobility and in a variety 
of essential sectors such as transport, 
household appliances, armaments and 
medical equipment. So, what is the truth 
about the threats to these devices? 
Have manufacturers really grasped this 
issue? Are these systems’ integration and 
maintenance constraints compatible with 
the traditional view of cybersecurity, or do 
they call for a paradigm shift? 

RT 4 

Deploying cybersecurity in an 
industrial environment: the 
challenge of change management 
and CISO’s positioning

Now that industrial site cybersecurity 
is beginning to appear among senior 
executives’ priorities, how should those 
responsible for cybersecurity in industrial 
environments position themselves? What 
human obstacles need to be overcome in 
order to make change easier? What about 
the organisation? Feedback from the field.
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Wednesday, April 5 and Thursday, April 6

Territory and international areas

RT 1-Opening conference

Challenges and orientations of the French  
identity ecosystem 

Digital identities in France now cover CNIE, SGIN, and 
IN La Poste Notifiée, among others. The FranceConnect 
ecosystem has passed the threshold of 40 million users. 
How are digital identities now used in the country, both 
publicly and privately? How is public policy in the matter 
coordinated? Is the B-Connect experiment a game-
changer for the private sector, especially banks and shops 
in France? How are they approaching the new cross-sector 
uses of digital technology? Is national policy aligned with 
new European regulations? Given the initial attempts 
at widescale fraud in renewing French health cards and 
training credits, what measures should be taken to bolster 
security, boost the level of trust in the ecosystem, and 
ensure the integrity of data?

RT 2 

Are we witnessing the advent of a European 
digital identity framework?

These last months have seen the birth of a new European 
digital identity framework. Between the Commission, the 
Parliament, and the Council, what progress has been 
made, and what are the key compromises in the text of 
this framework? What arbitrations were made on use 
cases and identification, authentication and attribute 
assignment methods? What decisions were taken about 
the levels of trust and certification, the management of 
unique identifiers and the purpose-of-use statements 
from service providers? Does the revised regulatory text 
match its initial ambitions? How do the various players in 
Europe see this text? What is the planned schedule for its 
final approval and implementation?

RT 3 

360° identity: a global perspective  

Interviewing representatives from countries around the 
world is a chance to better understand key practices on 
identity throughout the world.
How do countries in different regions see and use 
identity? How do foundational and functional identities 
cohabit in different environments? What are the cultural, 
social and economic characteristics that make identity 
ecosystems similar or different? How does history impact 
where identity is used? How are the role of the state, 
the use of vital records and the decision to use mass 
biometric authentication systems considered as example 
applications? What is the impact on how people see and 
express values such as sovereignty, usage preferences, 
privacy and transparency?
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Mobile wallets and changes  
in the European framework KYC practice, structured data and CRM

RT 4

Mobile wallets in Europe and beyond

This session is the chance to review European 
mobile portfolios following the latest rounds of 
arbitration, especially in the legal and technical 
spheres. What were the final compromises on 
the scopes of use, the levels of trust, privacy 
protection, interoperability and the reference 
architecture? What are the resulting challenges 
and opportunities for economic players and users? 
What guarantees are in place for fair competition 
from other international players, such as American 
and Chinese giants?

RT 5

Digital enrolment and remote identification  

Customer enrolment is the first step of KYC and 
is now commonly done remotely for all types of 
activities. This round table looks at the key questions 
for this recent activity: what are the challenges and 
opportunities of enrolment and remote identity 
verification? How can user experience be optimised 
with security and compliance requirements? Photos, 
videos, artificial intelligence, data checks, derived 
identities: what are the current best practices and 
feedback? What certification procedures are used 
in France and Europe? What guarantees are offered 
by using a certified partner?

RT 6

Recurrent KYC and the future of compliance 

Customer risks increasingly need to be measured. Legal and 
regulatory compliance is becoming stricter with corporate 
social responsibility (CSR) and its vigilance requirement 
and with anti-corruption laws such as the Sapin 2 law in 
France. Finally, and most importantly as regards the anti-
money laundering policy (AML-FT) for businesses with its six 
directives and the upcoming European regulation, companies 
are now developing expanded KYC policies, with recurring 
checks according to the risk level. What do these practices 
consist of? How does digital KYC help to address this much 
more easily? What are some illustrative examples? 

Wednesday, April 5 and Thursday, April 6
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Identity management 
and company practices

Expertise, innovation, 
and technology

Correspondences, 
values, and ethics

RT 7

Why is CIAM so popular?

Agile companies now work with multiple 
organisations, external consultants, partners and 
types of customers. The needs for disseminating 
and exchanging information are increasing and must 
rely on a harmonious, flexible and secure identity 
management system. CIAM (Customer Identity 
and Access Management) systems are looking to 
reconcile company compliance with the customer 
experience. For example, it allows customers to 
take control over their preferences, profiles and 
data and set the level of trust in their relationships 
with the company. Why is CIAM growing so rapidly 
right now? For what types of companies and 
organisations is it the most suitable? How can we 
go from an internally focused IAM to a CIAM that 
is more open to internal-external relationships?

RT 8

Are decentralised identities cost-efficient?

In recent years, the debate about what decentralised 
identities can offer has mainly focused on the 
Privacy by Design aspect and the potential for 
removing middle men. Today, attention is being paid 
to the economic aspect of decentralised identities. 
Is it really likely to be less expensive than an 
identity that relies on a public key infrastructure or 
a federated identity that uses standard protocols? 
It also begs the question of the more specific realm 
of the Internet: in which areas are decentralised 
identities most likely to be economically attractive? 
What do the studies and feedback tell us? 

RT 9

International interoperability: trends and 
prospects

Digital identity interoperability is a major concern 
at present. It relies on standards, protocols and 
data models. It is also being built within sectors of 
activity and industries such as air or transport in 
major Europe-wide pilot projects or as part of the 
growing interest in open standards for government 
identity management. This session brings together 
several interoperability experts working in a variety 
of fields such as digital driving licences, e-wallets, 
government identities, and decentralised identities 
so they can share their work, challenges and 
successes.

Wednesday, April 5 and Thursday, April 6
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Wednesday, April 5 Room 1

RT 1: 10:00-10:45 am 

Wake-up call on the non-consensual 
sharing of intimate images: will 
2023 be the turning point?

According to recent surveys in the USA 
and Sweden, 40% of teenagers regard 
sharing nude images as a natural part 
of their sexual exploration. Such sharing 
can be voluntary but often involves peer 
pressure, grooming and coercion. When 
intimate pictures and videos are shared 
without consent, it’s serious harm to the 
victim and a societal issue. In this session, 
we discuss what we know about this type 
of abuse and whether the current response 
is sufficient.

RT 2: 11:15-12:00 pm

Time to care about the Trust & 
Safety professionals: the new best 
practices

The Trust & Safety community of 
professionals amounts to hundreds of 
thousands around the globe, who tackle 
among the most difficult questions around 
values, ethics and regulations on what 
content should or should not be available 
publicly. While they remain hardly known 
and the diversity of skills involved in Trust & 
Safety is underestimated, initiatives start 
to blossom around community building, 
codes of practices and the emergence 
of standards. This session explores these 
initiatives and their potential.

RT 3: 2:00-2:45 pm

Accessing next gen solutions: why 
don’t we use what is available?

Many technology providers assist in 
identifying illegal and harmful content. 
How is it that many organizations don’t 
use or are unaware of these tools and 
solutions? How can we ensure everyone 
uses them to help protect their users from 
harm?

RT 4: 3:45-4:30 pm

The operational consequences of 
the DSA: are we ready?

The EU Digital Services Act entered into 
force on 22 November 2022, imposing 
wide-ranging new transparency 
obligations on online platforms. With 
increased accountability and oversight 
and a special regime for platforms with 
more than 45 million users, the DSA is a 
game changer. While smaller providers 
benefit from lighter regulation, the DSA 
aims to effectively change the mindset 
of the industry when it comes to online 
safety. For the better or for the worse?
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RT 1: 10:00-10:45 am 

How can we get more comfortable 
talking about safety?

How can you improve a situation if you 
don’t want or can’t talk about it? As 
uncomfortable as it may be, Trust & Safety 
professionals must get comfortable talking 
to their users and the broader community 
about online threats and abuse, and how 
we can make a difference. This session 
will cover innovative educational and 
awareness campaigns and discuss ways 
to encourage Trust & Safety professionals 
to advocate for change.

RT 2: 11:15-12:00 pm

Intergovernmental innovation 
solutions for online safety: are 
they making a difference?

In this session, we take a more global 
view and discuss with the newly formed 
Children Online Protection Lab, the World 
Economic Forum and the Ai Safer for 
Children Initiative on how collectively 
we can strengthen our collaboration and 
make next-generation solutions available 
for everyone.

RT 3: 2:00-2:45 pm

The 10 best practices to be 
adopted by rightsholders for their 
notices to cloud providers. Case 
study of Viaccess Orca and OVH

Cloud providers and rightsholders could 
have a smoother relationship regarding 
takedown notices of protected content. 
It takes two parties to build working 
relationships. OVH and Viaccess Orca will 
discuss their collaboration on copyright 
infringements while protecting people’s 
privacy rights. A cooperation that hopes 
to be inspiring for others.

RT 4: 3:45-4:30 pm

European standards and national 
transpositions: assets or 
constraints for an effective online 
fight against infringements of 
intellectual property?

The DSA was a missed opportunity in Europe. 
The fact that the Commission only issued a 
recommendation about the hacking of live 
events in its work agenda for 2023 came as a 
surprise. 
In France, the anti-piracy law that came into 
force last winter opened the way for sports 
rightsholders to ask judges to block access to 
stolen content. Whether in Europe or in the 
Member States, the legislation to fight the 
pirating of live events is not satisfactory in 
practice.
The growth of social networks and the 
deployment of live features affect all aspects 
of intellectual property. If a football game is 
broadcast live online illegally, the pirates are 
also holding live sales of counterfeit or forbidden 
goods. The «toolbox» promised by the European 
Commission to fight the illegal streaming of 
live events could very well prove to be quickly 
outdated.

Wednesday, April 5 Room 2
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10:00-11:30  am

OSINT and cybercrime

2:00-3:30  pm

OSINT at the service of public 
institutions 

4:30-6:00 pm

OSINT all over the place: 
geopolitics, cryptography...
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